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1.0  Introduction  

1.1 CYBER-PHYSICAL SYSTEMS 

Cyber-physical systems (CPS) can be described as smart systems that encompass 
computational (i.e., hardware and software) and physical components, seamlessly 
integrated and closely interacting to sense the changing state of the real world. These 
systems involve a high degree of complexity at numerous spatial and temporal scales and 
highly networked communications integrating computational and physical components.  

CPS are enabling a new generation of ósmart systemsô ï and the economic impacts could be 
enormous. The disruptive technologies emerging from combining the cyber and physical 
worlds could provide an innovation engine for a broad range of U.S. industries, creating 
entirely new markets and platforms for growth (see Figure 1-1). New products and services 
will bring the creation and retention of U.S. jobs. The nation will also benefit through greater 
energy and national security, enhanced U.S. competitiveness, and improved quality of life 
for citizens. 

A number of reports have focused on the 
importance of CPS and the need to pursue 
R&D that will establish U.S. leadership in the 
field and enhance competitiveness in global 
markets (PCAST 2012, PCAST 2011; 
PCAST 2010, NITRD 2009). Improving 
public health and safety is also a national 
priority where CPS can have a significant 
impact. The European Union is already 
investing $343 million per year for 10 years 
to pursue ñworld leadershipò through 
advanced strategic research and technology 
development related to CPS (include $199 
million per year in public funds and $144 
million year in private funds) (EU 2012).  

Cyber-physical systems are rapidly 
becoming critical to the business success of many companies and the mission success of 
many government agencies. In transportation, manufacturing, telecommunications, 
consumer electronics, and health and medical equipment, and intelligent buildings the value 
share of electronics, computing, communications, sensing, and actuation is expected to 
exceed 50% of the cost by the end of the decade. CPS technologies, in the form of 

Figure 1-1. Applications of CPS 

Manufacturing: smart production equipment, processes, 
automation, control, and networks; new product design 

Transportation: intelligent vehicles and traffic control, 
intelligent structures and pavements  

Infrastructure: smart utility grids and smart buildings/ 
structures  

Health Care: body area networks and assistive systems  

Emergency Response: detection and surveillance systems, 
communication networks, and emergency response 
equipment  

Defense: soldier equipment systems, weapons systems and 

systems of systems, logistics  
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advanced robotics, computer-controlled processes, and real-time integrated systems, are 
critical for improving U.S. manufacturing competitiveness.  

As systems continue to evolve they will rely less on human decision-making and more on 
computational intelligence. As we become more dependent on CPS, the challenge is to 
design systems that are dependable, reliable, safe, and secure.   

1.2 WORKSHOP AND REPORT OVERVIEW 

In view of recent reports and the potential opportunities for economic growth and 
competitiveness, the National Institute of Standards and Technology (NIST) sponsored a 
workshop Foundations for Innovation in Cyber-Physical Systems on March 13-14, 2012 in 
Chicago, Illinois to identify crosscutting technical barriers and knowledge gaps limiting 
innovation and U.S. competitiveness in CPS. Particular attention was given to current and 
future technology and measurement capabilities that can fill in these knowledge gaps.  

Five technical topics were considered during the workshop:  

¶ Reliable, Safe, and Secure Systems You Can Trust Your Life With 

¶ Networked, Cooperating, Human-Interactive Systems 

¶ Engineering Across the Digital-Physical Divide 

¶ Architecture and Platforms for Cyber-Physical Systems 

¶ Education, Workforce Training, and Technology Transition 

The ideas generated during the workshop are summarized in this report and organized 
around the breakout topics shown above. For each topic area, discussions are summarized 
for the future envisioned for CPS systems and technologies, transformative ideas, and the 
priority challenges that need to be addressed. In addition, some of the unique sector-specific 
challenges are described. 

It should be noted that the results presented in this report reflect the opinions and ideas of 
the workshop participants, not necessarily the entire CPS community. However, a significant 
effort was made to ensure that participants represented all segments of the stakeholders 
involved with the development and use of CPS community. 

The workshop results will be used to inform strategic planning efforts at NIST and provide 
planning information to other government agencies, customers, and stakeholders with a vital 
interest in the future of CPS technologies. As a follow-on to this workshop summary report, a 
high-level perspective will be published outlining some of the high priority recommendations 
for future research and development. 
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2.0  Reliable, Saf e, and 

Secure Systems You 

Can Trust Your Life 

With  

Issues of reliability, safety, and security play a large role in the acceptance and use of the 
cyber-physical systems of today and the future. Some of the key challenges to be 
considered include what is needed to cost effectively and rapidly build in and assure safety, 
dependability, security, and performance of next-generation cyber-physical systems; how to 
ensure these systems become fault tolerant and adaptive; and developing the mechanisms 
and methods for efficiently upgrading and recertifying systems. 

2.1 VISION 

For CPS to be reliable, safe, and secure, systems must be able to adapt to the physical 
environment and withstand both cyber and physical attacks while maintaining data integrity 
and robustness. Visionary characteristics range from improved management of system 
development and lifecycle to cost-effective verification and validation of CPS. The vision for 
the reliability, safety, and security of CPS are summarized in Table 2-1. 

Table 2-1.  Vision for Reliability, Safety, and Security in CPS 

¶ Future CPS characteristics will be bio-inspired, self-healing, adaptive, and resilient to attacks. CPS safety and 
security will be designed using a compositional approach. Total system development and lifecycle management will be 
completed with an understanding of the tradeoffs concerning the economics of reliability and safety.  

¶ Metrics for reliability, safety, and security will be both quantifiable and comparable among systems. The regulatory 
environment will achieve a balance of regulation framework and incentives to promote CPS development. A design 
methodology will be developed that can define prescribed levels of reliability, safety, and security.  

¶ The cost of verification will decrease ten-fold for the same level of safety and reliability. Verification will take 
advantage of logic that integrates continuous, discrete, and stochastic system and engineering compositionality. 

¶ CPS applications will span a broad segment of industry and academia, with notable advances. For example, future 
CPS in intelligent traffic control systems will be adaptive and responsive, capable of optimizing performance criteria, 
such as fuel consumption or idling time. Low-cost medical technologies will be able to use off-the-shelf devices to 
capture medical conditions of patients and transmit data reliably and securely to doctors. 
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2.2 TRANSFORMATIVE IDEAS 

A number of transformative ideas that could improve or revolutionize the reliability, safety, 
and security of CPS were identified (see Table 2-2).   

Table 2-2.  Transformative Ideas for Achieving Reliability, Safety, and Security in 
Future CPS 

Science and Engineering Foundations  

¶ Incorporate knowledge integration from multiple sources (physics-based model, data, and expert knowledge) to 
understand fault-error-symptom characteristics  

¶ Devise monitoring mechanisms to accurately detect incipient faults and perform system recovery from adverse 
conditions 

¶ Use tools that can model, synthesize, and analyze high-dimensional probabilistic systems, which balance 
performance, fidelity, and scalability 

¶ Enhance high-level programming languages, verified runtime, and virtualization 

¶ Achieve safety through prediction and adaption by automatic understanding of societal environment and human 
interactions, enabled by the ability to read human brains 

¶ Design future artifacts to be highly actuated and instrumented, with resilience enabled by massive redundancy 

Develop swarm intelligence to build systems that adapt given a set of optimization criteria  

Modeling and Computation 

¶ Operate systems based on models of all connected entities adapting their behavior as connected entities change 

¶ Apply a compositional, model-based (formal) approach to system development, enabling low-cost creation of 
assurance cases (safety, security) 

¶ Use quantum computing to explore large state spaces for validation 

¶ Apply knowledge and experience from digital circuit design to model synthesis and CPS implementation, so that  CPS 
can be constructed directly from a model  

¶ Use goal-based programming as opposed to programming for specifications 

¶ Build optimization into infrastructure of CPS using ensemble optimization and loading 

¶ Improve correct-ability to keep pace with market-sourced verification which relies on extremely fast feedback cycles 

Systems Integration 

¶ Build a property gateway that ensures safety, reliability, and security of interacting subsystems 

¶ Focus on systems architecture to yield outcomes (concept of operations focus) underlying modularity and 
independence to enable economical systems 

¶ Develop systems that manage themselves toward graceful and non-disruptive failure and build on platform of system-
wide built-in self-test 

Metrics 

¶ Develop systems that continuously re-construct themselves (virtually and physically), with the system life defined by 
the trajectory in an expanding design space with a sequence of instantiations as needed 

¶ Include metadata in representational state transfer-like interfaces to support resilience 

¶ Synthesize code and proofs from high-level specifications 

¶ Use embedded privacy systems agents to ensure systems do not compromise data privacy concerns 



 

 

 

 

 

Foundations for Innovation in Cyber-Physical Systems 5 
Workshop Summary Report 

  

Table 2-2.  Transformative Ideas for Achieving Reliability, Safety, and Security in 
Future CPS 

Technology Applications 

Biology and Medicine 

¶ Use antibodies and lymphatic systems as a model in system design and cyber-physical agents 

¶ Develop CPS with biological traits that can evolve/reproduce, lower energy use, and incorporate chemistry 

¶ Develop non-invasive systems to record a personôs daily work patterns that can be used by doctors to predict his/her 
future health condition 

Infrastructure 

¶ Develop warning system for buildings and bridges so that active dampers can be automatically tuned to specific 
earthquake characteristics  

Transportation 

¶ Implement vehicle-to-vehicle and vehicle-to-controller communications, which provide safety metrics (e.g., safety 
distance) for the vehicles and controller to avoid collisions 

¶ Develop future vehicles that can communicate seamlessly with environment, including infrastructure (e.g., traffic 
control), drivers (e.g., sensing fatigue), other cars, and buildings  

¶ Receive upcoming traffic information from the sensors and model it to determine the optimal traffic signal timings 
instead of using fixed traffic signal timings 

 

2.3 CHALLENGES 

A number of challenges were identified that impede the development of reliable, safe, and 
secure CPS (see Table 2-3). From these, a set of high priority challenges were selected for 
more in-depth discussion. These are described below and in detail in Figures 2-1 to 2-4.  

Structural Frameworks for High Fidelity Models: Formal, precise models at the 
appropriate level of abstraction are lacking for CPS design. These models must include 
precise specification of properties relevant to the purpose of the model. Development of 
these models could reduce project duration and costs while improving design quality, 
performance, resilience, and dependability. Aerospace, defense, transportation and other 
industries could use these models for safety-relevant and high-reliability systems. Figure 2-1 
provides additional details about this challenge. 

Universal Definitions for Large Heterogeneous Systems: Developing a method to align 
CPS is complicated by the lack of a common definition and language for large 
heterogeneous systems.  An improved, consistent set of definitions would lower integration 
and development costs, and clarify top-to-bottom system behavior. Figure 2-2 provides 
additional details about this challenge. 

Cost-effective Verification and Validation of Complex CPS: Verification and validation 
(V&V) of complex CPS is challenged by V&V of the whole system, extreme cost pressures, 
and incorporating multiple time scales. Cost effective methods of verifying and validating 
CPS are needed to increase reliability, reduce recalls, and decrease system verification 
cost. Figure 2-3 provides additional details about this challenge. 
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Objective, Measurable, and Comparable Design Metrics for Reliability and Safety: 
Design metrics need to be developed to be objective, measureable, and comparable over 
time. One major challenge is developing design metrics with sufficient flexibility to be 
applicable to a wide variety of situations. While difficult to develop, the design metrics are 
required in all phases of CPS technology including design, testing, deployment, and ongoing 
operation. Figure 2-4 provides additional details about this challenge. 

Table 2-3.  Barriers and Challenges for CPS Reliability, Safety, and Security 

(ǒ = one vote) 

Metrics and Tools for CPS Verification, and Validation 

High Priority 

¶ Limited metrics for reliability and regulating a certain minimum level of reliability 
ǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒ 

¶ Increasing coverage of verification and validation while reducing costs ǒǒǒǒǒǒǒǒǒǒǒǒǒǒǒ 

¶ Coping with complexity and scale of systems when performing verification and validation 
ǒǒǒǒǒǒǒ 

Medium Priority 

¶ Lack of parametric and non-parametric performance models ǒǒ 

¶ Lack of models for verification research and associated component model libraries for 
compose-able and verifiable CPS ǒǒ 

Lower Priority 

¶ Limited prediction capability in coupled systems (i.e., degradation of one system affects 
another) and metrics for estimating system-level reliability ǒ 

ë Existing algorithms are component-centric 

ë Translation of component or subsystem reliability to system-level reliability 

¶ Lack of methods for measuring level of security ǒ 

¶ No agreement on framework or standards for quantitative, acceptable safety or reliability, 
including assurance cases and arguments (rather than check lists)  

¶ Lack of methods to perform trusted security evaluation of software 

Modeling Fidelity 

High Priority 
¶ Inability to apply formal methods at appropriate abstraction levels, especially for a typical 
engineer (e.g., Z is a ñwrite onlyò language) and lack of formality in modeling (unified modeling 
language and systems modeling) ǒǒǒǒǒǒǒǒ 

Lower Priority 

¶ Unknown levels of model fidelity needed to simulate CPS systems ǒ 

¶ Unreliable testing-based methods for complex systems with software; formal methods are not 
integrated effectively with commercial tools  

Systems Integration and Compositionality 

High Priority 
¶ Interoperating various modules and unifying standards from different domains and sectors 
ǒǒǒǒǒ 

Medium Priority 

¶ Lack of clear ownership of performance interfaces (e.g., between code, hardware, multiple 
vendor interfaces) ǒǒǒ 

¶ Difficulty developing self-diagnosis output that is understandable by humans ǒǒǒ 

¶ Lack of good systems engineering and architecture practices to fully enable CPS ǒǒ 

¶ Formalizing and modularizing specifications for large systems where possible ǒǒ 

Lower Priority ¶ Lack of infrastructure to link CPS systems to each other, other infrastructure, and integrated 
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Table 2-3.  Barriers and Challenges for CPS Reliability, Safety, and Security 

(ǒ = one vote) 

control mechanisms 

¶ Limited ability to engineer ultra large systems of deeply heterogeneous systems technologies ǒ 

¶ Deficient methods for handling emergent behaviors in integrated systems  

Compositionality 

High Priority 

¶ Achieving compositionality of heterogeneous systems for safety, security, and reliability: 
ǒǒǒǒǒ 

ë Precise property taxonomies 

ë Metrics that can be formalized 

ë Standard, virtual test benches for evaluating metrics 

ë Mathematical models for design spaces 
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 Measurement Challenges 

ωIncluding all the right properties 

ωUsing the right level of precision for properties 

ωSpecifying the right scope, pre-conditions, and 
assumptions 

ωVerifying the model 

ωDetermining how to show consistency between models 

Performance Targets 

ωMeasured acceptance of the approach in CPS community 

ωReduction in maintenance costs and complexity unit 

ωReusability of design assets (models) 

ωReduction in design and verification cost per complexity 
unit 

Potential Applications 

ωAerospace and defense 

ωEnergy (smart grid) 

ωMedical  

ωAutomotive and other transportation 

ωOther safety-relevant and high-reliability systems 

Benefits/Impacts 

ωCode synthesis 

ωTest synthesis 

ωAutomated test execution 

ωReduction in project time/cost 

ωReduction in delivered defect rate 

ωImprovement in design quality and performance 

ωImproved reuse of models 

ωPotential for improved resilience and dependability of 
systems 

Major Tasks  

ωConstruct an ontology of model types 

ωConduct education, mentoring, and training on high-
fidelity modeling 

ωCreate process assets (e.g., tasks, guidance, checklists, 
examples, templates, tools) 

ωCreate tooling to automate some parts of modeling 
(construction, mining, translation, checking, verification) 

ωExplore consensus on a CPS model paradigm  

ωConstruct industry-specific and problem domain-specific 
CPS reference models  

Key Milestones  

ωCPS modeling ontologies 

ωStandard set of modeling practices 

ωAdaptation of process assets to industry- and problem-
specific standards 

ωWide-spread adoption of rigorous modeling tools 

ωRelease of model-designed CPS systems 

Figure 2-1.  Structural Frameworks for High Fidelity Models  

There is a lack of formal, precise models at the right level of abstraction for the design of cyber physical systems. 
These models must include precise specification of properties relevant to the purpose of the model. 

Stakeholders and Roles  
Industry: System software, test (hire engineers, grad students); build systems, manage, use approaches and tools 

Academia: Educate workforce (in modeling), research on approaches and tools and theory of CPS 

Government: Create standards, regulate, commission systems 

Industry Tool Vendors: Build tools, codify practices 

Consumers: Buy products and provide feedback to industry 
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Measurement Challenges 

ωInability to measure how well system is integrated and/or 
performs 

ωInabilty to meaure the correctness of requirements 

ωLƴŀōƛƭƛǘȅ ǘƻ ƳŜŀǎǳǊŜ Ƙƻǿ άƎƻƻŘέ ǘƘŜ ǎƻƭǳǘƛƻƴ ƛǎ  ǿƛǘƘƛƴ ǘƘŜ 
context of the entire system 

Performance Targets 

ωKey CPS industries compliance to standard definitions by 
2017 

ωKey suppliers (sub-systems) compliance to standard 
definitions (or standard interface) by 2019 

Potential Applications 

ωAll ultra-large cyber-physical systems incorporating 
multiple technologies and heterogenous groups 

Benefits/Impacts 

ωLower cost of integration 

ωLess expensive and lengthy development 

ωMore clarity on top-to-bottom system behavior 

Major Tasks  

ωDevelop a way to universally (and visually) represent 
heterogeneous system behavior 

ωDevelop a way to provide real-time feedback on impact of 
local decisions up to systems scale to satellite decision 
bodies 

ωComplete virtual systems integration early during 
subsystem development 

Key Milestones  

ωMeeting of cross organizational and disciplinary teams on 
the topic of standardizing system modeling techniques 
and definition 

ωAgreement on parameters that should be standardized 

Figure 2-2.  Universal Definitions for Large Heterogeneous Systems  

A standard method is needed for aligning a large, heterogeneous group of systems technologies, including 
technology, specific applications, human elements, and time and space. Aligning these groups would help to 
collectively accomplish key outcomes using an effective, non-iterative approach. In addition to the lack of a common 
definition or description for such systems, a common language is also lacking (e.g., German, English, Mandarin, etc.). 

Stakeholders and Roles  
Industry/Subsystem Developers: accountable for aligning around concept description and strategy for articulating system 
definitions; test and use approaches 

Standards Organizations: Support standard development 
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Measurement Challenges 

ωFidelity and coverage of V&V models 

ωPercentage of systems covered by testing and V&V 

ωDetermining what percentage of thread model is covered 
by V&V and testing 

ωDegree to which system can detect and respond to 
unknowns 

Performance Targets 

ω10-fold cost reduction in V&V of complex CPS 

Potential Applications 

ωBroad range of industries,from energy to medical to 
buildings to transportation 

Benefits/Impacts 

ωIncreased reliability 

ωGreater value, including more features, higher-performing 
systems, lower cost 

ωGreater certainty in system performance 

ωHigher quality and fewer recalls 

Major Tasks  

ωEstablish precise abstraction relationship between models 
included in V&V 

ωExplore pathways to compositionality 

ωDevelop abilities for quantitative verification 

ωEstablish the safety and security envelope 

ωDevelop advanced computational methods (e.g., quantum 
simulation, satisfiability (SAT) solving) 

ωIntegratie simulation with V&V, integrating specific logics 
and tools 

Key Milestones  

ωCreation of benchmark problems and comparison of 
various approaches 

ωComplete V&V of a know application, e.g., single-engine 
small amphibious vehicles with autonomous mission 
controller (10,000 lines of code in embedded code)  

Figure 2-3.  Cost -effective Verification and Validation of  
Complex CPS  

The current challenges of verification and validation (V&V) of complex CPS include whole system V&V, the extreme 
cost pressures of conducting V&V, and incorporating multiple time scales, as well as discrete, continuous, and 
stochastic elements. 

Stakeholders and Roles  

Universities and Research Labs: Conduct research 

Government: Support studies, apply approaches and techniques 

Industry: Apply approaches and techniques 






















































































